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Understanding Biometric Configuration in IXM WEB
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Purpose

This document outlines the process of Biometric Configuration in IXM WEB.
Applies to

TITAN TFACE TOUCH 2 SENSE 2 MERGE 2 MYCRO

All Devices @ All Devices  All Devices @ All Devices All Devices @ All Devices

Description

Biometric Configuration is configured in IXM WEB’s Biometric Settings. The following
sections can be changed:

e Security Level Fingerprints.

e Device Mode.

e Access Rule.

e Security Settings.
Using these options, users can troubleshoot biometric issues and easily identify the
current biometric configuration on the device.
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Configure the Biometric setting from IXM WEB

1. From Home >> Click the Devices tab on the top >> Select Device >> Click General
Settings >> Biometric.

_.-_ Biometnc
SECURITY LEVEL DEVICE MODE

INGERPRINT
[

ACCESS RULE

Biormetric + Face + PIN - Card + Biomelrics

ACE 1D + Face + Finger A Faca Only
SECURITY SETTINGS
B Frivate Authentication Disablc Identification
Disable Biometric in Verification Access Schedule in Durcss

g veryHigh  Madmum Disable PIN

B APPLY o RESET

2. The following are the sections of Biometric Configuration:

e Security Level Fingerprints:
o 1:1 Security: 1:1 Security operates in Verification mode. Accuracy of user
verification can be set to “Low”, “Medium”, “High”, of “Very High”. “Medium”

is the default accuracy.

o 1:N Security: 1:N Security operates in Identification mode. Accuracy of
user identification can be set to “Low”, “Medium”, “High”, of “Very High”.
“Medium” is the default accuracy.

NOTE: When users will select a TIAN or TOUCH 2 Face device, Face Level Security
options will also be available.

e Device Mode:
o Verification: This option enables card-only authentication.
= To change the device mode, click on the device type and change the
mode from ldentification to Verification.
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(i, Biomeatne -
SECURITY LEVEL DEVICE MODE
FINGERPRINT b
— y
. antifica -
Low Mesdiuinn High very High Mesiruim | dentificotion o -
1 Security ) Verification
e Identification Card Acc
Low Medium High Wery High Meodrmum f 1 )
Biometric + Faca + PIM bl Card + Biomelrics =
FACE ID + Foce + Finger v Faca Only v
N
Low Medium High Very High Masirmiurm SECURITY SETTINGS
Private Authcntication [ Disable Identification
. [[] Disable Biometric in Verification [ Access Schedule in Durcss
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Low Mediurm High Wery High Mesdrmum [] Dizablc PIN
B APPLY o RESET

= After the changing device mode to verification, click Apply.

& Biomaotric

his will set the device to verification mode
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device will use multiple
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DEVICE MODE

Identification -

ACCESS RULE

Biometric + Facea + FIN -

ID + Face + Fingar -

SECURITY SETTINGS
B Frivate Authentication

Card + Biomelrics

Faca Only

[[] Disakle Biomctric in Verification

[ pisable PIN

[[] Disable Identification

[ Access Schedule in Durcss

o Time Out (Sec): Edit the amount of time before authentication times out
between 3 and 60 seconds. By default, authentication times out after 10

seconds.
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Low Mediuirr High wery High
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DEVICE MODE

Identification bl — BD)SDL‘

ACCESS RULE

Biometric + Facea + FIN -

ID + Foce + Fingar -
SECURITY SETTINGS
B Frivate Authentication
[[] Disable Biometric in Verification

[ pisable PIN

Card + Biomelrics

Faca Only

[] Disable Identification

[ Access Schedule in Duress
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o Spoof Level (available only for Lumidigm Sensor supported devices):
Users can set Spoof Level settings to prevent fake finger authentication.
The following levels are available for Spoof Level settings:

= Disable

= Low

= Medium

= High

= Very High

e Access Rule:
o Biometric Access Rule: Users can alter the device’s Biometric Access
Rules. The default option is Biometric Only.
= Biometric Only
= Biometric + PIN (depends upon the device type)
= Biometric + Face (available only for TITAN & TOUCH 2 Face)
= Biometric + Face + PIN (available only for TITAN & TOUCH 2 Face)

Biometnic
SECURITY LEVEL DEVICE MODE
FINOGERPRINT
—1I
Identification
ow Meadi M
C 5S RUL
|
ow Medi Me
Biomaetric + Face + PIN e Caord + Biometrics
Biometric Only
FACE Biometric + PIN Face Only
—
Mo " sep Biometric + Face
ow edit Moimur S
Blometric + Face + PIN Disable Identification
Y e < on Access Schedule in Duress
[——— = ]
Low Moxmurr [] Disable PIN
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o Card Access: Users can select the device’s Card Access Rule from one of
the following. The default Card Access Rule is Card + Biometrics:

= Card Only
= Card + Biometrics
= Card + PIN

= Card + Biometric + PIN (depends upon device type)

= Card + Face (available only for TITAN & TOUCH 2 Face)

= Card + Face + Finger (available only for TITAN & TOUCH 2 Face)

= Card + Face + PIN (available only for TITAN & TOUCH 2 Face)

= Card + Face + Finger + PIN (available only for TITAN & TOUCH 2

- Biormatric
SECURITY LEVEL DEVICE MODE
FINGERPRINT
— .
ldentification bl
" i L0l A4
ACCESS RULE
A
aw Medi i )
Biometric + Face + PIN bl Card + Biomelrics
Card Only
FACE ID + Foce + Finger - Card + Biometrics
— Card +
o s Jig VeryMigh  Memimum SECURITY SETTINGS Cord = FiN
B Private Authentication Card + Blometrics + PIN Wicntification
Disable Biometric in Verificatipl Caord + Foce Sehedule in Duress
——
Low Wi ligg Very High Modrmurm Disable PIN Cord + Foce + Finger
B APPLY & RESET
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o ID Access (available only for TITAN, TOUCH 2, and MERGE series
devices): Users can select one of the following options from the device ID
Access Rule. The default ID Access Rule is “ID Only”:

= |ID Only
= |D + Biometrics
= |D+PIN

= |D + Biometrics + Pin (depends upon device type)

= |ID + Face (available only for the TITAN & TOUCH 2 Face)

= |D + Face + Finger (available only for the TITAN & TOUCH 2 Face)
= |D + Face + PIN (available only for the TITAN & TOUCH 2 Face)

= |D + Face + Finger + PIN (available only for the TITAN & TOUCH 2

- Biomelric
SECURITY LEVEL DEVICE MODE
FINGERPRINT
N
. i Identification
ACCESS RULE
A
Low il
Biomelric + Face + FIN - Card + Biomelrics
FACE ID + Face + Finger v Face Only
A
Low Medi SHC 1D Only
|D + Biometrics Dizable Identification
ul i 55 S i 55
—— 1D+ FIN Hpion Accoss Schedule in Dure
1D + Biomelrics + PIN
ID + Face
B APPLY & RESET ID + Faica + Finger
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e Face Access (available only for TITAN, and TOUCH 2 Face devices):
Users can select one of the following options for the device’s Face Access
Rule. The default Face Access Rule is “Face Only”:

= Face Only

= Face + Finger

= Face + PIN

= Face + Finger + PIN

[
(i, Biomeatne

SECURITY LEVEL DEVICE MODE
FINGERPRINT
— ry
. . . Identification - o
Low meddiury High ery High Meadmum -

ACCESS RULE

L i Higk i 18
Biometric + Face + PIN i Card + Biomelrics ¥
FACE 1D + Face + Finger A | Face Only v
—
Low Mediun High Very High Mendmum SECURITY SETTINGS Faca Only
B Private Authontication Face + Fingar Iplentification
[[] Disable Biometric in Verificatipl Face +PIN Shedule in Duress
— aci
Low Mediury High ey High Madmurm [] Dizablc PIN Face + Fingar + PIN
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3. Security Settings:

E‘:i: Biomatric -
SECURITY LEVEL DEVICE MODE
FINGERPRINT
j— N
- ) ) ) Identification M 0
Low Mediur High Viery High Mo v
ACCESS RULE
Low Bediury Highk Wery High cadriunm )
Biometric + Faoce + PIN T Card + Biometrics M
FACE 1D + Face + Finger A Face Only M
—
Low Mediurr High Very High Mesdirum SECURITY SETTINGS
Private Authentication [] Disable lclentification
- [[] Disabkle Biometric in Verification [[] Access Schedule in Durcss
S
Law Besdiuir High Very High M [] Dpisable PIN
B APPLY & RESET

e Private Authentication: Users can configure the Access Rule at User Level and
Global (device) Level. Enabling Private Authentication means that user-based
access rules will have priority during the authentication process. By disabling this
setting, the Global Level access rule will overwrite the User Level access rule. This
option is enabled by default.

@ Biometric

This will overwrite User Access Rules with
Device Access Rules. INVIXIUM recommends
keeping this setting as Active.

« OK ® Cancel
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e Disable Identification: If this setting is enabled, the device will not read its
fingerprint sensor, e.qg. if user authentication is selected as Card + Biometrics and
this setting is turned on, the device will only read card authentication. By default,
this option is disabled.

@ Biometric

This will disable biometric identification.
However, the device will still stay in
identification mode and will be able to
perform verification. INVIXIUM recommends
keeping this setting as Inactive.

e Disable Biometrics in Verification: Biometric verification will be done only if this
setting is “off”. If biometrics are disabled, then during verification, the device will
not ask for a finger. All other credentials will be asked as per the access rule set
by the user. By default, this setting is disabled.

@ Biomctric

e Access Schedule in Duress: If an access schedule is applied on the device and
a user authenticates with their pre-programmed duress credentials, access will be
granted regardless of the access schedule. By default, the Access Schedule in

Duress setting is disabled.
INVIXIUM XAD-FDD-596-02G
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§ Biometric

m I r_..l:l_\l-.:.

e Disable PIN: It describes PIN status at the time of authentication. The PIN
will be asked or bypassed as per the status set. If the PIN is disabled then
during authentication, the device will not ask for the PIN. All other
credentials will be asked as per the aces rule set for the user.

4. Once all the changes to the Biometric section have been made, click Apply to store
all the changes on the device.

n Biomctric

Siymatnc eettings soved
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5. Click RESET to revert to default settings.
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6. A confirmation popup dialog will be displayed. Click Reset to confirm.

@ Biomoctric

A EbRe eattinae

7. The following confirmation message with display:

n Biomctric

Biomeatric eettings restorad
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FAQ
1. Who can alter Biometric Configuration on the device?

All IXM WEB users who have access to the Device and Device Group tab from IXM
WEB.

2. Can | edit and update Biometric Configuration from IXM WEB?
Yes, IXM WEB allows users to edit and update the Biometric Configuration.

3. Can | create more than one Biometric Configuration?
No, IXM WEB does not allow users to create additional Biometric Configurations.

4. Can | delete Biometric Configuration?
No, you can not delete the Biometric Configuration.
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Support

For more information relating to this Feature Description document, please contact us at
support@invixium.com

Disclaimers and Restrictions

This document and the information described throughout are provided in their present
condition and are delivered without written, expressed, or implied commitments by
Invixium Inc. and are subject to change without notice. The information and technical
data herein are strictly prohibited for the intention of reverse engineering and shall not
be disclosed to parties for procurement or manufacturing.

This document may contain unintentional typos or inaccuracies.

TRADEMARKS

The trademarks specified throughout the document are registered trademarks of
Invixium Access Inc. All third-party trademarks referenced herein are recognized to be
trademarks of their respective holders or manufacturers.

Copyright © 2022, INVIXIUM. All rights reserved.
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