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1. Introduction

Purpose

This document outlines the process of configuring the software integration between Honeywell Pro-
Watch and Invixium’s IXM WEB.

Summary of key features related to this IXM WEB and Pro-Watch Integration

e Pro-Watch API to support Pro-Watch integration

e ‘Sync All’ feature to resynchronize the database from Pro-Watch to IXM WEB
e Multiple card support upto 10

o Filter criteria to import Badges with Active Cards only or All Badges

Description

IXM Link, a licensed module in IXM WEB, is required to synchronize the user database between IXM
WEB (where biometric enrollment for users is performed) and Honeywell Pro-Watch Software (where
access rules for the users and the organization are managed).

@ Note: To activate IXM Link within IXM WEB, the installer must contact Invixium Support at
support@invixium.com to obtain the activation key.

The following sections will describe how to set up and configure IXM Link to keep IXM WEB users in
sync with Pro-Watch by using Honeywell Pro-Watch API to import and export cardholders.

Acronyms
Acronym Description
API Honeywell Pro-Watch API
ACPCS Access Control Panel Configuration Software
Pro-Watch Honeywell Pro-Watch
IXM Invixium

Field Mappings
The following are the Pro-Watch fields that are mapped to IXM WEB:

XAD-TPI-008-02G
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Pro-Watch IXM Field Notes
Field
First name First Name
Last name Last Name
Issue Date Start Date
. This is mandatory when adding users to Pro-
Expire Date End Date Watch from IXM WEB.
Card L . .
Number Prox ID/Smart Card ID Prox ID is given priority during export
Pin Code PIN
Company Company

(Cards tab)

@ Note: Multiple Cards — Pro-Watch can have multiple cards per user but IXM WEB imports cards upto
10 only.

2. Compatibility
Invixium Readers

TITAN TFACE TOUCH2 SENSE2 MERGE2 MYCRO

All models All models All models All models All models All models

Software Requirements

Application Version

Honeywell Pro-Watch V5.5

Invixium IXM WEB 2.2.252.0

Operating Systems Windows 10 (Build 1709+) Professional
Version

Windows Server 2016 Standard

Windows Server 2019
Supported but not recommended:

(legacy)
Windows 8.1
Windows Server 2012 R2

XAD-TPI-008-02G
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Microsoft .NET Framework
Database Engine

Internet Information Services
(11S)
Web Browser

Windows Server 2012

.NET Framework 4.7.2

SQL Server 2016+

Supported but not recommended: (legacy)
SQL server 2014 Express Edition (Default
Installation)

Microsoft® Internet Information Services
version 7.5 or higher

Google Chrome

Mozilla Firefox

Microsoft Edge (Internet Explorer not
recommended)

10 XAD-TPI-008-02G



INVIXIUM

Other Requirements

Server 2.4 GHz Intel Pentium or higher
RAM 8 GB or higher
Networking 10/100Mbps Ethernet connections

Note: Server requirements mentioned are ideal for 10-15 devices registered with 500 employees or
fewer. For large enterprise installation server requirements, contact support@invixium.com.

Compatibility Matrix for IXM WEB & Pro-Watch Integration

IXM WEB version Pro-Watch version Compatible
IXM WEB 2.2.57.0 v4.5 Yes
IXM WEB 2.2.57.0 v5.0 Yes
IXM WEB 2.2.224.0 v4.5 Yes
IXM WEB 2.2.224.0 v5.0 Yes
IXM WEB 2.2.252.0 v5.0 Yes
IXM WEB 2.2.252.0 v5.5 Yes

Table 1. Compatibility Matrix for IXM WEB & Honeywell Integration

1 XAD-TPI-008-02G
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3. Checklist

Item List Interface
Pro-Watch API Honeywell
IXM WEB Activation 1D Invixium
SQL Instance on SQL Server 2016+ Invixium
Install IXM WEB Application Invixium
IXM WEB and IXM Link Activation Invixium
Configure IXM Link to Honeywell Pro-Watch Invixium
Configure Invixium Reader Invixium
Face or Finger Enrolliment Invixium

4. Task List Summary

Task | IXM WEB Application Task List Honeywell Pro-Watch Task List using

using IXM WEB Pro-Watch
Activate IXM WEB and IXM Link for .

1 Monitor Events and Generate Report
Pro-Watch

2 Configure IXM Link for Pro-Watch

Register IXM Devices and configure

3 : .
settings as per the requirement
Configure Weigand or OSDP in

4 device for integration with
Honeywell

5 Assign a specific Device Group to

the device

Table 2: Task List Summary

12 XAD-TPI-008-02G
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5. Prerequisites for Pro-Watch and IXM WEB Integration
Pro-Watch API
Pro-Watch API should have been installed.

Window service of Pro-Watch API should be running. Pro-Watch API licence is required from
Honeywell.

13 XAD-TPI-008-02G
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6. Prerequisites for Installing Invixium IXM WEB Software

Acquiring IXM WEB Activation Key
Procedure
STEP 1

Complete the online form to receive instructions on how to download IXM WEB:
https://www.invixium.com/download-ixm-web/.

IXM WEB Download and Activation

Fill out the details below to receive an enall with staps to download, install and activate IXM WEB.

Who are you?

‘@ Distributor

"} Access Control Panel Manufaciurer
" Installer/integrator

") End User

Customer Details
Please provide details of the End-User who has purchased Invixium biometric sclutions and where they will be instalied. The Activation License for XM WEB will be
issued in their name and will provide them access to future upgrades and support

First Mama* Last Namsa* Company Emall*

Company Name* Select Country* Phone Number

Installer Details
Please provide details of the person and/or company responsible for installing XM WEB at the aforementionad customer's facility The license key will bs emailad to the
customer emall 10 as well as the emall ID provided below

First Name® Last Name® Company Email*
GCompany Name® Phone Number®
Strest Address 1 Strest Address 2

Select Country”

Figure 1: IXM WEB Online Request Form

XAD-TPI-008-02G
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After submitting the completed form, an email will be sent with instructions from
support@invixium.com to the email ID specified in the form.

Please ensure to check the spam or junk folder.

See below for a sample of the email that includes instructions on how to download and install
IXM WEB along with your Activation ID.

IXM WEE Activation

o Invisium Suppert

Oeer [
et Ihe latest XM WEB package Trom the link beloms. Depending on your riemel spesd, the download wil lake aporosimalely 15 minules
Immsorfanf,

1 Do not update if you are using DA SDKs. & custom Tirmware of & custom XM WEB version. Contact XM Support for more details

cting 1o e Intarnal ls ot posslble ot your premisse, contsel XM Suppan far halp

QL varsion 2014 will ba alpeg with XM WEB 2 2, For exisbr yatarmers, please upgrade fo Microsolt 300 2014 or higher befare upg

ing IXM WEB

XM WEB 2 2 250.0 package

Activation 100 0252 N
Foliow thess steps tn install or opdaeée WM WER

I Downioar fha 1XM WEB Downlnad package
2. Extract the compraesed files and copy DN WEB axs 10 requirad sarver,
3. install X4 WEB, open and create A login

Mew (XM WEB installations require Activation. To activate [XM WEB. first open and create a login and than follow these steps:

1. Qnling Agtvation (Recommanded) - Raquires an active intermet connaclion.

o Goto Lefl Navigation Manu == LICENSE == IXM WEE

o Seler “Online™ 6s activation Type. Enter your Activation 1D and Click “poifvale”

o Your Activanicn 10 will be veldated autcenatically and (XM VWEE Wil be ready for use.
2 Otfling Activation - For servers that are offiine.

o Go to Left Navigation Menu >> LICENSE >> IXM WEB.

o Salsct Offline” es Activation Typs. Enter your Activation 1D and Click “request”

o Copy the detaile thal pap ug and armail them to supsortgRinvisim. com

o Our suppart team will send you an amail with an Activation Key 1o activate DOV WER.

o Ongeyou rscets the Activation Hey, select the "OMline” as Activaticn Type and enler the Activation Hey. Click Activate 1o start wsing IXM WES.

Figure 2: Sample Email After Submitting Online Request Form
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Setting Up SQL instance

@ Note: The following section describes the setup of a pre-created instance of SQL 2016+. Creating a
new instance can be done with the use of SQL Installer within the Command Centre installation media
kit.

Procedure
STEP 1

Make sure to Create a new SQL instance on the server.

STEP 2

Set the instance name as IXM WEB (default) or Invixium.

STEP 3

Select mixed mode: SQL Authentication and Windows Authentication for secure logins. Leave
everything else as default.

STEP 4

Install SQL Management Studio on the server.
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STEP 5

Log into the new instance and create a new user.

= @ IXM-TSO7\IXMWER (SQL Server 12.0.2269 - [XMO\, ~
1= I Databases
I System Databases
i+ i@ MMDatabase
] i IXMDB_07062020_allsensor userbackup
i IXMDB_1700 {Recovery Pending)

# W IXMDB_2223_NEWDB
i+ [ IXMDB_2240_DummyData
+ [ IXMWEB_22110_FRESHDB
@ XMWEB_22110_QADummyData (Recovery
i+ i IXMWEB22200_DummyData

~ New Login....
Fi_lter
Start PowerShell
Reports
' Refresh

5 nglogind#

Login##

Figure 3: SQL New Login

STEP 6
Select SQL Server authentication.

Note: Make sure to uncheck both ‘Enforce password expiration’ and ‘User must change password at
next login’.
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B Login Properties -

M Server Roles
A& User Mapping
& Securables
ﬁ Status

Server:
IXM-TSOTIXMWER

Connection;
IXMO\sdholakia

@ View connection properties

IJ script ~ @ Help

Login name: |
() Windows suthentication
@:'. S0L Server authentication

Eassﬂord_ sssssssssssssse

gdt_illllli___ SSWOIC : !

[J Specify old password
Old ¢ d:
[ 1 Enforcs password policy
[[] Entorce password expiration
[ ] User must change password at next login
O wappod ocortncate
O Mapped o ssymmetic ey [

Clusptocmsantal [

NW d Credentials Credential Provider

Figure 4: SQL Login Properties
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STEP 7

Add this user under Server Roles, dbcreator, and sysadmin.

B Login Properties -

LT Script = @) Help

Server role is used to grant server-wide security privileges to a user.

Server roles:
bulkadmin

/| dbereator
diskadmin
processadmin

| public
securityadmin

Server
IW—TSOT‘@(MWEB

Connection:
IXMDsdholakia

¥§ View connection properties

Figure 5: SQL Server Roles

RESULT

These privileges will be used later in the installation process to create the database.
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Minor Checklist and Considerations

Use these tables to verify that you have carried out all required steps.

Other Minor Checklist

Windows Updates

User Privileges

Port Assignment
Inbound HTTP Port

TCP

Port to communicate

Windows Operating system needs to be up to date.

System updates should not be pending. If any update is
downloaded, you will have to restart the system to complete
the Windows update.

The person who is setting up IXM WEB should have full
administrator rights

Table 3: System Related Checklist

Port
9108
1433

9734

between IXM WEB &

Devices

Inbound Port

1255

Pro-Watch Web Service | 8732 (default)

API Port

Table 4: Port Information
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7. Installing IXM WEB

Software Install

Procedure
STEP 1

Run the IXM WEB installer (Run as administrator).

Select Advanced.

N IXM WEB

A =
64 )P |
Qiﬁ R
Install License
{Jj\'\ i
WA !
Advanced News

Version 2.2.250.0

Figure 6: IXM WEB Installer
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STEP 2

Deselect Install SQL Server and select Install.

¥ IXM WEB X

Advanced Options
C:\Program Files (x86) \ Invixium

9108

\

’

©
V] Install SQL Server O~

~

S o install
V] Install Certificates

Version 2.2.250.0

Figure 7: Advanced Options in IXM WEB Installer
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STEP 3

During the installation, you may see this message, click Install.

EZ] Windows Security

Would you like to install this device software?

Name: Invixium Access inc. Ports (COM & LPT)
SN Publisher: Invixium Access Inc.

Always trust software from "Invixium Access Inc.”.

@ You should only install driver software from publishers you trust. How can | decide
hich devi f is safe to install?

Figure 8: Invixium Fingerprint Driver Installation Message
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Figure 9: IXM WEB Installation Progress

24 XAD-TPI-008-02G



Y

INVIXIUM

STEP 4

After the installation completes, you should see the following screen:

¥ IXM WEB X

\\:‘} L..\:;

Complete License

©

Advanced News

Version 2.2.250.0

Figure 10: IXM WEB Installation Completed

Click on the X in the upper right corner to close.
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STEP 5

Double click on the new desktop shortcut to open IXM WEB.

7
IXM WEB

Figure 11: IXM WEB Icon - Desktop Shortcut

IXM WEB will open in your default browser (initial opening may take a few minutes).

Configuring IXM WEB Database

Authentication SQL Server Name

SQL Server IXM-TSO7\IXMWEB

SQL User Name Password

s samasas -

% Connect

Figure 12: IXM WEB Database Configuration

STEP 6

Select the SQL Server authentication and the Server Name from the drop-down options. If it does not
appear, enter it manually.
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STEP 7

Enter the user credentials created above and leave IXMDB as the database name.

Configuring IXM WEB Database

Authentication SQL Server Name

Windows IXM-TS07\IXMWEB

Databaose Name

IXMDE

CREATE ACCOUNT
INVIXIUM 1D Password Mediurm

admin

Confirm Password

suppert@invixium.com

Server URL Cloud Port

httpy//192168.012:9108 1255

Figure 13: IXM WEB Administrator User Configuration

Now comes the step to create the user account for Invixium to access the database itself.
STEP 8

Create a user account (this is different from the identity used to connect to the SQL instance at the
top of the page). The status bar will indicate the strength of the chosen password.

STEP 9

Change http://localhost:9108 to http://[IP address of server]:9108

For example:
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If the IP address of the server is 192.168.1.100, then specify the Server URL as the following:

http://192.168.1.100:9108
STEP 10

Click Save. The software will now create the database and continue setup. This could take several
minutes.

STEP 11
When IXM WEB is finished installing, you should be prompted with the following screen:

X

Login

Enter details below

‘ R Enter INVIXIUM ID

‘ &  Enter Password

[] keep me Signed In

Configure Email ‘ English v

You are currently using o 30-Day TRIAL version, To Activate IXM WEB. go to
UCENSE -» Activate IXM WEB,

Figure 14: IXM WEB Login Page
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Note: During an upgrade of IXM WEB from any previous release to 2.2.252.0, an internet connection
is required for license validation. As this new version includes a face algorithm update, it will
automatically convert templates without the need for re-enrollment of faces.
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8. Configuring Email Settings using IXM WEB

Configuring Email settings is highly recommended as one of the first steps after installing IXM WEB.
Email configuration settings will help the admin retrievie the password for IXM WEB in case it is
forgotten. In addition, having email settings configured also makes activation and license key requests
easier.

Email Setting Configuration

Procedure

STEP 1

Click Configure Email on the Login page.
OR

Expand the Left Navigation Pane - Navigate to Notification Settings - Email Configuration -
Click Manage Preferences.

X

Login
Enter details below

R4 Enter INVIXIUM ID

‘ a Enter Password

D Keep me Signed In

Configure Email English v

Figure 15: Configure Email
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STEP 2

Select “Enable Email Configuration” and enter values for “SMTP Host”, “SMTP Port”, and “Send email
message from” fields.

ﬂ' Email Configuration

| Enable Email Configuration

tn
s

Figure 16: IXM WEB - SMTP Settings

Note: If Gmail/Yahoo/MSN etc. email servers are used for “SMTP Host” then “SMTP Login” and
“SMTP Password” values need to be provided. Also in this case, “Secure Connection” needs to be set
to either SSL or SSL/StartTLS.
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STEP 3
After entering the values, click Save to save the SMTP Settings on the IXM WEB database.

o Email Configuration

Email settings saved

Figure 17: IXM WEB - Save Email Settings

To test the settings, Navigate to Notification Settings from the Left Navigation Pane - Go to Email
Configuration - Click the Test Connection button on the right.

Emiciil Configuration Emoi Alers Puah Notificaton Fire. Zones CEvioe Down Kot ootian

STP estings = -

Entbka Erroll Configueation SMITP Howt EMIP Port Send amod Ineesatoa from Secure Cohnsotion ST Lol SWTP Pateward

Enobked “artpoffice385com 587 hwadevio@invikiurmean Start LS hvadavia@Eenvixiumesm TokE AL

Figure 18: IXM WEB - Test Connection
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Provide a valid email address. Click Send to send a test email.

% Email Configuration

Send test email to

Figure 19: IXM WEB - Enter Email ID
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STEP 4

Once email configuration is completed, a Forgot password link will appear on the Sign In page in its
place.

X

Login

Enter details below

Login as

‘ Admin Employee

N4 Enter INVIXIUM ID

@ Enter Password

O Keep me Signed In

SignIn

Forgot Password ? ‘ English

Figure 20: IXM WEB - Forgot Password
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9. Software and Module Activation
IXM WEB Activation
Procedure

STEP 1

Log into IXM WEB.

X

Login
Enter details below

‘2&’4’ admin

‘ B v

O Keep me Signed In

Configure Email I English

Figure 21: IXM WEB - Enter Login Credentials
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STEP 2

Select the License Tab and then select the XM WEB module to request an activation key for IXM
WEB.

a
Y

IXM WEB

»

SELECT MODULE

ELECT LINK

System Galaxy

rt  Accessit! Command Centre DNA Fusio

i34
&
=2
@
=

Figure 22: IXM WEB - License Setup

STEP 3
Request Activation Key Online or via Offline Activation Options.

Note: The Activation ID is in the email received when registering. If online activation fails, check with
your local IT as the client may be blocked by your network.
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STEP 4

Once the system is activated, the Status will be displayed as Active.

5| IXM WEB Activation

Status: Active

tion Dote: 8/14/202(

fou are entitled to get IXM Support for 12 months from activation date. To Purchase extended software suppo

Contoct support@invixium.com

Cnline

Figure 23: IXM WEB - Online Activation

Pro-Watch Module Activation

The option to request a Honeywell Pro-Watch License is available under the License tab.

STEP 1

Request a License.
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STEP 2

From Home, expand the Left Navigation Pane, Go to the License tab. Click on Pro-Watch
(Honeywell).

IXM WEB

SELECT MODULE

] 8 & @ & @ P

IXM WEB Convert CREDENCE ID Data Adapter IXM API IXM Health
, cOo
B )

Visitors

g3 SELECT LINK

o i
Sc}brrpid.er P WGALAGHER O SIEMENS
nedap OPEN OPTIONS

Access Export

<

LENEL:S2

AEOS Command Contre  DNA Fusion Fusion

r« Q|
Honeywell Generec SIEMENS | Honeywell |
CONTREL SYSTEMS

OnGuard “Pro-Watch ecurity Center SiPass System Guldxy Win-Pak

Figure 24: IXM WEB - Honeywell Link Activation
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STEP 3

Select the required license based on the number of devices that the install site has and click Request
to see the details.

| Pro-Watch Activation
DEVICES

O uptos(free) O sto20 O 211050
QO siweio0 O w0200 O 20110 200

O 201to 500 QO soiteioo0

¥ Request

Activation Key

v Activate

Figure 25: IXM WEB - Device Selection for Honeywell License Request

Note: The details screen will vary based on whether SMTP settings are configured in IXM WEB. If
SMTP settings are not configured, a “Copy to Clipboard” icon will appear. When SMTP settings are
configured, a “Send” button and a “Copy to Clipboard” button will appear.
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[§ Request

Date Requested os/21/2022

Time 422 PM

License Request 1Davices

Machine Koy

Module ProWatch
Varsion 222500

Send above details to support@invixium.com

A + Send x Cancel

Figure 26: IXM WEB - Honeywell License Request
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STEP 4

Click Copy to Clipboard and then paste the details in an email to Invixium Support to begin the
licensing process.

You will receive an email from Invixium Support containing a license key for the Honeywell Pro-Watch
Activation.

From: Invixium Suppart

Sent: Thursday, Septambar 30, 2021 11:55 AM
vo: I

Subject: FE: XM LINE Activation h@f recuast

lllaal-.
Greetingsl Thanks for connecting with Invixium Techrical Services Teaml
Your icense details are given balow:
= Module: Pro-Watch
»  License Key. [
To activate your [XM Link license, follow thesa steps.

Open XM WEB and login
Go to Left Navigafion Menu == Click LICENSE tab

1
2

3 Select the Lensl option

4 Enter the License Key given above and click Activate

W appreciate your kind support & patience.
Best Regards,
It Technical Sernvices Tean

Confart LIS =1 1A% INVECING (458 4948}
Work Hours: 12:0048 i 5-30P% [Exstem Tme|

Then mensd o vy wftacm s may ook confi
aRy. Jeo, pl

Figure 27: Honeywell License Key Email
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STEP 5

Copy and paste the license key into the Activation Key area in the IXM WEB Pro-Watch Activation,
and then select Activate.

& Pro-Watch Activation
DEVICES

O uptos(free) O sto20 O 211050
QO siwice O 1010200 O 20110300

O 201to 500 QO so0itoi000

v Reguest

Activation Key

% Cancel

Figure 28: IXM WEB - Activate Honeywell Link License

RESULT

IXM WEB is now licensed for use with Pro-Watch and configuration can begin.
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10. Configuring IXM Link for Honeywell

Procedure
STEP 1
From the Left Navigation Pane - Link - click the blue Pro-Watch (Honeywell) icon.

IXM WEB

Pro-Watch
Honaywell

Keop
System Galcxy
|\ ‘Command Centro

Sccurity Center

Win-Pak

NotBox

OnGuard

Figure 29: IXM WEB - Link Menu
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STEP 2

Toggle the Status switch to enable.

Pro-Watch

Honeywenl

El
9 f S -
httpy//1821681120.8732/ProWatch/DTUSarvice 30 =
XM WLB — Pro-Watch . Yes 2 Select value ®
All badges Y

Figure 30: IXM WEB - Enable Honeywell Link Module

Web Service URL:
Enter the Pro-Watch Web Service URL.

For example: http://192.168.1.120.8732/ProWatch/DTUService

Web Service User:

Enter the name of the authorized user to connect to the Web Service of Honeywell Pro-Watch.

Web Service Password:

Enter the Password of the authorized user to connect to the Web Service of Honeywell Pro-Watch.
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Interval (Sec):

Enter the duration of interval for data transfer between Honeywell and IXM WEB. The system will
automatically try to establish connection after every specified interval of time and sync users.

Sync Direction:

Click on the field to select the direction of data transfer. Data can be transferred in following three
ways :

e |XM WEB <+— Honeywell

Choosing this option will transfer data in one direction only, ie, from Honeywell to IXM
WEB. Honeywell is considered as the master data in this case and any changes made in IXM
WEB data will be overwritten during transfer.

Note:
This is the recommended option.

e IXM WEB — Honeywell

Choosing this option will transfer data in one direction only, ie, from IXM WEB to Honeywell.
IXM WEB is considered as the master data in this case and any changes made in Honeywell
data will be overwritten during transfer.

e |IXM WEB<— Honeywell

Choosing this option will transfer data in both the directions, ie, from Honeywell to IXM WEB
first followed by IXM WEB to Honeywell.

Auto Transfer:

This option provides facility to add employee into Employee Groups in IXM WEB. For example, if there
is an Employee Group called ‘Default Group’ in IXM WEB, then all the employees from Honeywell will
be added directly to the ‘Default Group’.

Click on either ‘Yes’ or ‘No’.

Yes: Selection of User Group is mandatory to use Auto Transfer. Users will be transferred to IXM
Devices based on Sync Group configuration for selected Employee Group.
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No: Users will not be transferred to the IXM Devices.

Employee Group:

» This option will be enabled only when ‘Auto Transfer’ is set as ‘Yes’. Otherwise it will remain
disabled.

A list of existing Employee Groups created in IXM WEB is displayed. Click on the Employee Group to
which employees should be transferred automatically.

Import Criteria:
Click on the field to select the criteria of data transfer. Following are two criterias:

e All Badges

Selecting this criteria will transfer all cardholders from Honeywell to IXM WEB.

e Badges with Active Card

Selecting this criteria will transfer only those cardholders from Honeywell to IXM WEB
that have atleast 1 Active Card.

Click Apply. The transfer of data between Honeywell and IXM WEB is possible only after successful
connection.
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After applying your changes, you should see items being updated on the screen below:

ACTIVITIES

Added 0 Added to IXM WEB o} Last run at
Updated 0 Updated in IXM WEB 0 Next run at

Deleted Q Deleted in IXM WEB o

Figure 31: IXM WEB - Sync Activities

Numbers

The first two colums display the number of records added, updated and deleted in Honeywell and IXM
WERB respectively after each data transfer.

Times
The last column displays the time when the data was transferred last.

It also shows the time when the data will be transferred next. It is calculated as per the specified
Interval.

STEP 3

Clicking Sync Now immediately starts synchronizing pending data. This is useful when you do not
want to wait until the next scheduled run shown by “Next Run At”.

STEP 4

The Sync All feature allows resynchronization of database from Pro-Watch to IXM WEB. This will re-
import missing cardholders or updated cardholders from Pro-Watch to IXM WEB. Also, it will delete
IXM WEB employee records according to cardholders available in Pro-Watch.
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» The Sync All button will be visible only when the sync direction is selected as Honeywell to IXM
WEB (One-way sync).

RESULT

When data is syncing at the given interval, the numbers in view will change accordingly.
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11. Create System User(s) for Biometric Enroliment

Creating System User(s) for Biometric Enrollment

Procedure
STEP 1
Log into IXM WEB.

On the home page, expand the Left Navigation Pane = System. The application will redirect to the
System Users window.

Invixium

, Home

FHyy videa surveillonce

T. Crgonization Higrorchy

Fa odmin Yas Yes hvadavio@anvixineam

B9 logs

. Hotificotion Settings

1 rPoge 1 ofl » . W v | System Users 1to lof1SystemUsers ()

Figure 32: IXM WEB - Create System User
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STEP 2

Click Add New.,

1M WER

|||||||||||

Figure 33: IXM WEB - Add New System User

Creating a system user requires the following details:

e Login type
i. Local employee
ii. Domain employee
e Invixium ID (User ID) (For domain employee login types, the User ID is automatically filled
from AD)
o Password creation (For domain employee login types, password creation is not required)
e Email address
e Status
e Permission for modules
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STEP 3

Select Login Type (Local or Domain Employee) from the dropdown list.

# System Users

BEslDoo = EA E

I Employss & Employes Group

Nigw Edlit

Dovice & Davice Group

§

EEZBZEEEBZ::EE'

(2-13

XM Time Ediit

Login Typa Ganaral Sottings Ectit

tocal Fmiploysa Notification Settings

Edit
INVIXIUM 1D

Enrall

Tools Ediit

Compony Schodules Eciit
Prsaword

Qrgangmtion Hefrarchy Edit

togs

Edit

T Licansing

Conlirm Posaword

Link
Email P‘.‘Pﬂﬁ!
| eem
B stotus

XM Hoalth

liooooooaooon:

Figure 34: IXM WEB - New System User
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STEP 4
Add an email address.
Apply for permission as “All” for Employee & Employee Group module.

Click Save.

@ System Users

Sytem Employee saved

Figure 35: IXM WEB - Save System User
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12. Add and Configure Invixium Readers

Adding an Invixium Reader in IXM WEB

Procedure
STEP 1

From Home, click the Devices tab.

L C focalhost 9108/H

Y IXM WEB

Dashboard

List

Figure 36: IXM WEB - Devices Tab
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STEP 2

Select the Add Device button on the right-hand side of the page. Then select the Ethernet Discovery
option and add the reader’s IP in the start IP section. Click on Search to find the device.

gt Gn Vi
- ©
| g Akel
e e i Payics
®
I m
| s [
sy ()
= BroQucast
2ol LE=R = a 18 HH4 L] Searchon 550 O Soarch
. I o
= ELECT DEVICE TO REGISTER | DSCOVERED DEVICES 1] C
Hohaot
LERET
19282145 IOAIDEO7T0EF i
Upgrade
5
Tastary
Dafaults

Figure 37: IXM WEB - Search Device Using IP Address
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STEP 3

Once the device is found, click on it. Add the required fields and select Register.

[F] Add New Davice

° Discover s @ Register  woae 3 Summary

Mame Dewvios Group Davice Mode

GENERAL INFORMATION

5 TITAN FPUS - EKIT 1item{s) sclected + Both

NETWORK INFORMATION
P hddross Subnat Mosk coteway

DHCP 1821662145 : 2552552550 | HAWEZ

Figure 38: IXM WEB - Register Device

STEP 4

Name the device exactly as the name of the door it will be used for.

Device Mode: select accordingly.

Device Group: select the Access Group to which the reader will be assigned.
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STEP 5

Once the device has successfully been registered, click Done.

Adid New Device

Device Information
Dmica Normn
TS TITAN FPUS - EKIT

Tranesction copacity
1000000

Network information

Cormm Modha
Ethernot

Crdouiery
iseal-thed]

o Discavet

sacil N
TITAM FFUE

ugar Copamty ()
100,000

F Mocs

DHCP

MAL 1
70:83:D5:87:D0AF

Soatlal Nuresar Flrrrwvara Yamelon
b3d5a7do4f 02.004.097.000

beer Copooty (4]
So0oo0

1P Acirdrrys Subret Mosk
162IBE.2145 256.256.285.0
[

2888

8 Add New

Figure 39: IXM WEB - Device Registration Complete
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Go to Dashboard and confirm that the Device Status chart indicates that the reader is online (ie.
hovering will tell you how many devices are online).

Evoliment Status Ervoliment Quality Credentials

]

Authenticetion Mode Davica Stotus Syne Statun

Figure 40: IXM WEB - Dashboard, Device Status
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13. Adding an Invixium Device to a Device Group

Procedure
STEP 1
Go to Devices > Groups.

Add the device from the Right Side pane to the respective Device Group.

15t Floor
3]

Figure 41: IXM WEB - Assign Device Group
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Configuring Wiegand to Assign Invixium Readers

Note: This is based on 17/23 bits for facility code/card number format allowing facility codes up to
65535 and card numbers from 1 to 8,388,607.

STEP 1

Click General Settings and Create Custom.

Figure 42: IXM WEB - Create Wiegand Format
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STEP 2

Hover mouse over Create and select the Custom option from the dropdown menu.

Wiegand

' PRGOS 26 Di Standard268its Y ,

Figure 43: IXM WEB - Create Custom Wiegand Format

60 XAD-TPI-008-02G



INVIXIUM

STEP 3

Enter Name of the custom Wiegand and assign Bits. Lets say we name the Wiegand as ‘32-BIT CSN’
and define Total Bits as 32 bits where all the 32 bits are ID bits.

z x
-6 x
FORMAT

N N D R N NN N S e X ) D) D I X

[l osits [l evenpority ] odd Parity riexfioid [ others [l Fociitycode [ tesuo Lovel

Figure 44: IXM WEB - Custom Wiegand Format
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STEP 4

Click Next and Save. Wiegand Format created message will be displayed.

© Wwiegand

Wicgand Format created

Figure 45: IXM WEB — Custom Wiegand Format Created

STEP 5

Click on Upload and select the device group (applies to all readers). Click OK.

' Wiegond

SELECT DEVICK(S) Q. Typeto search

» [ Device Group
» B invixium Accoess Group

Figure 46: IXM WEB - Upload Wiegand Format

XAD-TPI-008-02G



INVIXIUM

Assign Wiegand to Invixium Readers

Note: Face and finger will always give a Wiegand output based on the initial card that was synced
from Honeywell to Invixium.

The created Wiegand will be used to define which output format will be sent to Pro-Watch.

STEP 1

From Home > click the Devices tab. Select any device.

STEP 2

Navigate to the Access Control tab.

¥ IXM WEB

Dashboord Employeas

fedbda0sSi33 « ovane PR
l fet405138 0

FOoD Rocogratson, Fingorprat

£ o ACCOS
OYSRVION , y :

Figure 47: IXM WEB - Navigate to Access Control Tab

STEP 3

Scroll down and click on Wiegand Output and toggle the switch on the top right-hand side to enable
Wiegand Output for the device.
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T Wiogond Output ® -

Aotuol Cord hd Nona

Stondard 28 bit ¥: Hone

stoncard 26 hit ", Hana

1M 82 bit Device 5N v Device Seral Numiber

Figure 48: IXM WEB - Wiegand Output

ID types for Wiegand output are as follows:

1. Employee ID
2. Default Card
3. Actual Card

Set ID Type of output Wiegand to Employee ID/Default/Actual Card. By default, Employee ID is
selected in Wiegand Event.

As the Employee ID field is not available in Pro-Watch, select either Default Card or Actual Card.
Empoyee ID: This is auto generated ID by IXM WEB for an imported cardholder in Honeywell.

Actual Card: When more than one card is assigned to the cardholder, and you want to generate
Wiegand output data for the same card which is presented on the Invixium device.

Default Card: It will generate Wiegand output data for the card which is marked as the default.
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Note: For fingerprint and face access, default card Wiegand output data will be generated.

STEP 4

Select desired format for Identification, Verification, Employees not found, Thermal Authentication and
Mask not Detected for the selected Card.

STEP 5
Click Apply.
@ Wwiegand
Output Wiegand saved
Figure 49: IXM WEB - Save Output Wiegand
RESULT

The Wiegand Output settings of the selected device are now updated.
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Note:

If you have more devices, follow the next steps to copy all Wiegand settings to all devices
simultaneously. Note: This copies all Wiegand output settings. See Appendix C for more
information.

If the cardholder was assigned multiple cards, the first assigned card will be the ‘default’
selected card. The details of the card will be sent as the Wiegand bits input to Pro-Watch
controller.

To make this Wiegand output work on Honeywell, you will need to make sure the Wiegand
format is available in Honeywell for use on the controllers talking to the Invixium reader (by
Wiegand or OSDP).
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Configuring Panel Feedback with Honeywell

Procedure
STEP 1

Connect Wiegand Data DO of the Honeywell Panel with WDATA_OUTO of the IXM device, Wiegand
Data D1 of the Honeywell Panel with WDATA_OUT1, and Wiegand Ground of the Honeywell Panel
with WGND of the IXM Device.

STEP 2
Connect the LED of the Honeywell Panel with ACP_LED1 of the IXM device.

STEP 3

On the Devices tab, select the required device and navigate to the Access Control tab. Scroll down
and click on Panel Feedback.

Figure 50: IXM WEB - Panel Feedback
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STEP 4

By default, Panel Feedback is turned OFF. Toggle the Panel Feedback switch on the top right-hand
side to the ON position, and then enable LED Control by the panel and set the LED Mode to One
LED.

G Ponol Feodboack
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I 2 uooonuowyml | onoten
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3 Door Cicso
(&) Rostoet Devco
&) \ Rowane desm

15 APRLY O nEseY

dEEs8Ea !
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Figure 51: IXM WEB - Configuring Panel Feedback in IXM WEB

STEP 5
Click Apply.

. Paneol Foadback

Panel Feedback configuration saved

Figure 52: IXM WEB - Save Panel Feedback
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Configuring Thermal Settings
Note: confirm your device is capable of temperature screening first.

Procedure
STEP 1

Click the Devices tab - Select Device - Select Thermal Settings = Thermal Authentication
Settings to view default settings.

Daviea ¥ O

TITAM EK = Online # Edit

£ Inicotion

Comm Moo
Ethernot

Trorsochionn Authrrhcotion Types

33g Face Recognition, Fingerprint

Davicn Cotegory
Enterprisc Accoss

Notification Security Access Contral General Settings Time & Attendance Srmart Card Thermal Settings

&’ Thermal Authentication Settings

DEVICE CONFIGURATION

Tomparaiure unit

O colsius
Throshold Temperomre

ioo4

D Copture Image on EET
O Thermal on VolP Call
VISITOR SCREENING

[ Enchie Visitar Sercening

MESSAGES

Digplay Mosaago.on [HT

@ rohronhoit

sensitvity
High

D Duress Stotus
Temperature Logging

High Temperature

3

Ei APPLY < RESET

STEP 2

Authenticotion Moche

Srrict

Bl show Temperature on LCD
[0 send Wiegand

CET Disploy Mosmoge Timo | eoc)

[ sccond Triel on EBT

Figure 53: IXM WEB - Thermal Settings

The list of settings along with their functions are:
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Temperature Unit: IXM WEB supports Celsius and Fahrenheit temperature units. By default,
the selected option will be Fahrenheit.

Threshold Temperature: Users can set a threshold temperature. Elevated Body Temperature
(EBT) workflows will trigger when any user whose temperature is above the threshold value.
The default threshold temperature is 100.4 degrees Fahrenheit.

Sensitivity: Users can set Thermal Sensitivity to low or high.

Authentication Mode: The user will have two options for the Mode of authentication Soft /
Strict, this mode of authentication is used to control the access of the user if fever is detected.
The default mode of authentication is Strict.

o Soft: Access will be granted to the End-user even after the fever is detected.
o Strict: Access will be denied if the fever is detected.

Send Wiegand: This setting will be visible only if the user selects the “Strict” Authentication
Mode. Enabling this setting will generate Wiegand whenever “High Face Temperature” is
detected in the authentication process.

Capture Image on EBT: Enable this setting to capture the image of the user if EBT is detected.
By default, this setting will remain disabled. The same image will be used for sending emalil
notifications from IXM WEB.

Duress Status: Enabling this setting will allow access to the user even after detecting EBT if
the user authenticates using their pre-programmed duress finger. The default setting is
disabled.

Show Temperature on LCD: By enabling this setting, TITAN will display the screened
temperature upon authentication. By default, this setting is disabled.

Display Message on EBT: Users can set a message to display after detecting EBT. Users can
set a message up to a maximum of 50 characters.

EBT Display Message Time (sec): Users can configure the length of time that the EBT
message stays on the screen. The default time is 3 seconds.
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Second Trial on EBT: By enabling this setting, users will get a notification to retry after EBT
detection. If this setting is enabled, Display Message for Second Trial, Second Trial Wait Time
after EBT (mins), and Display Message Time After Second Trial (sec) fields will be visible.

Display Message for Second Trial: Users can set a message to display after the second trial
if EBT is detected. This message can be a maximum of 50 characters.

Second Trial Display Message Time (sec): Users can configure the length of time that the
second trial message stays on the screen. The default time is 3 seconds.

Enable Visitor Screening: Enable this setting to start screening temperatures for visitors. By
default, this field remains disabled.

Visitor Screening Message: Users can set a message that will be displayed when a visitor is
showing their face. Maximum 50 characters allowed.

Visitor Screening Message on EBT: Users can set a message that will be displayed when the
visitor has an EBT. Maximum 50 characters allowed.

Visitor Message Display Time (sec): Users can configure the length of time that the visitor
screening message stays on the screen. The default time is 3 seconds.

Thermal on VolP Call: Enable this setting to start screening temperatures for a user when a
VolIP call is going on. By default, this field remains disabled.

Temperature Logging: This setting keeps logging detected temperature in the Transaction
Log. By default, this field remains enabled. Users can disable this feature using IXM WEB only.
Enable/Disable this setting is not available in LCD.
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STEP 3

Once all the settings have been configured, click Apply, then click OK.

@ Thermal Authentication Settings

Thermal Authentication settings saved

Figure 54: IXM WEB - Save Thermal Settings
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Thermal Calibration
STEP 1

Click the Devices tab - Select Device - Select Thermal Settings = Thermal Calibration to view
default settings.

l NDeskESZ & Online & Edit
o 3892 Face Recognition, Fingerprint Enterprise Access Ethernet
. : o . Iatificat Thermal Settings

B Thermal Authentication Settings ”

7' Thermal Colibration

Manual v
THERMAL OPTICAL

0 = o 0

v v b

APPLY B CAPTURE THERMAL DATA

>
»
4 »

Figure 55: IXM WEB - Thermal Calibration Settings

STEP 2

The settings along with their functions are:

e Thermal Calibration Type:

o Manual
o Face
o Black Body

Invixium supports only Manual Thermal Calibration and does not recommend the user to select any
other option.
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o Offset X (Thermal Section): Users can set the value for the offset X coordinate of the TIR
camera.

e Offset Y (Thermal Section): Users can set the value for the offset Y coordinate of the TIR
camera.

o Offset X (Optical Section): Users can set the value for the offset X coordinate of the TITAN
camera.

e Offset Y (Optical Section): Users can set the value for the offset Y coordinate of the TITAN
camera.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

o Thermal Calibration

Thermal Calibration settings saved

Figure 56: IXM WEB - Save Thermal Calibration Settings

“ XAD-TPI-008-02G



INVIXIUM

To provide the Thermal Data to the Invixium Technical Services team using IXM WEB, the user needs
to click Capture Thermal Data. It will open the popup window and ask the user to show their face 3
times.

Show Face to Device

Figure 57: IXM WEB - Capture Thermal Data
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STEP 4

Once the face is captured 3 times, it will ask the user to save the “.zip” file.

€ savens X
. « ¥ P mm * This.. @ MNew Volume (D:) v [J] 0 Search Mew Volume (E:)
Organize Mew folder fzz W (7]
e
v I This PC o MName Date modified Type
3D Objects Adani File f
Thet 5 [E Desktop FWLU_Files File f
et ile §
=] Documents incitim File,
I XMRepo-Software File f
thet -‘— Downloads s 7
[XMWeb_Certificates File f
all - J‘ Mlissc office party pics File f
=| Pictures OA Work il
Manua .
B videos Sapan File f
=, Local Disk (C:) Sapan - Desktop D Drive Folder File f
HERMA 3 New Volurme (D: Sanan - Neslton Nownlnads Folder 18- File f ¥
- ol >
# File name: || ThermalCapture_b3d587d06b_20200703170606.zip | v
Save as type: | WinRAR ZIP archive (*.zip) v
APP -
» Hide Folders Cancel

Figure 58: IXM WEB - Save Captured Thermal Data

STEP 5

Click Save to store the zip file, then send this file to support@invixium.com. Invixium’s Technical
Services team will process this file and respond to the user with calibrated values for “X” & “Y”
coordinates for the TIR camera and TITAN camera.

@ Note: TITAN and the Enhancement kit are factory calibrated when purchased as a bundle. If thermal
offset and optical offset values are 0, they capture thermal data.
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Test Calibration Options

To test Thermal Calibration, click Test Calibration.

© 7est Calibration

Figure 59: IXM WEB - Test Thermal Calibration

Note: Square box position should be in the center and cover the tear duct area (Eye Inner Canthus).
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Change Temperature Unit Settings

STEP 1

To change the Temperature Unit from Celsius to Fahrenheit and vice-versa, click Tools - Options »>
Manage Preferences.

¥ IXm WEB

Enabicd - O Re-Process

Figure 60: IXM WEB - Option to Change Temperature Unit
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STEP 2
Click Save.

Note: Temperature Test failure event in Pro-Watch Alarm Viewer will show the Temperature Value as
per the Temperature Unit selection.

£ Manage Preferences

1suy

DELETE APPLICATION LOGS

Delete Logs older than (Days)

[[] Auto-Delete
30

TEMPLATE CONVERSION
Primary Device For Conversion
©n The Fly Conversion Select Device

VISITOR DETAILS

Delete Visitor Data After

|:| Auto-Delete 365

ID Prefix Type ID Prefix Value

Initials v

TEMPERATURE UNIT
Temperature Unit
@ colsius () Fahrenheit

x Cancel

Figure 61: IXM WEB - Save Temperature Unit Setting
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Configuring Mask Authentication Settings
STEP 1

Click the Devices tab - Select Device - Select General Settings - Mask Authentication
Settings to view default settings.

DavicaiD: 0

l TS TITAN THERMAL FV = Oniine # Edit
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41 Face Recognition, Finger Vein Enierprisc Access Ethernct
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(1 Vidco Surveillance v

7 Mosk Authentication Settings

CONFIGURATION

Authentication Mode

| Strict
[[] buress status [[] Conture image it Mask Missing Log Mask Detection Data [[] sendwiegand

Missing Mask Woming Messoge Mizsing Mask Messoge Timeout (soc)

Mask Not Detected 3

FULL FACEAUTHENTICATION
[[] Enable Full Face Identification

VISITOR SCREENING

[[] Encibic Visitor Scroening
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Figure 62: IXM WEB - Mask Authentication Settings

STEP 2

The list of settings is:
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Authentication Mode: There are two options for the mode of authentication used to control
the access workflow if a mask is not detected. The default mode of authentication is strict.

o Soft: Access will be granted to the user even if a mask is not detected.

o Strict: Access will be denied if a mask is not detected.

Duress Status: Enabling this setting would allow access to the user if a mask was not
detected if the user authenticates using their pre-programmed duress finger. The default
setting is disabled.

Capture Image if Mask Missing: Enable this setting to capture an image of the user if a mask
is not detected. By default, this setting is disabled. The same image will be used for sending
email notifications from IXM WEB.

Log Mask Detection Data: This setting tracks mask detection in the transaction log. By
default, this setting is enabled. You can disable this feature using IXM WEB only, not on the
device’s LCD.

Send Wiegand: This setting will be visible only in “Strict” authentication mode. Enabling this
setting will generate Wiegand whenever a mask is not detected in the authentication process.

Missing Mask Warning Message: Set a message to display after a mask is not detected. The
message can be up to 50 characters.

Missing Mask Warning Message Timeout (sec): Configure the length of time that the mask
is not detected message stays on the screen. The default time is 3 seconds.

Enable Full Face Identification: Invixium Periocular algorithms can achieve accurate
identification using only the eye and eyebrow regions of the face. Full face identification is
used to get more accuracy in authentication and capture a user’s face without a mask in the
image log. By default, this setting is disabled.

Remove Mask Display Message: Set a message to display after a mask is detected when
Full Face Identification is enabled. Messages can be up to 50 characters.

81 XAD-TPI-008-02G



INVIXIUM

e Remove Mask Display Message Time (sec): Configure the length of time that the mask is
detected message stays on the screen. The default time is 3 seconds.

e Enable Visitor Screening: Enable this setting to start screening visitors for masks. By default,
this field is disabled.

e Visitor Screening Message: Set a message that will be displayed when a visitor is showing
their face. Messages can be up to 50 characters.

e Visitor Mask Missing Warning Message: Set a message that will be displayed when a visitor
is screened without a mask. Messages can be up to 50 characters.

e Visitor Message Display Time(sec): Configure the length of time that the visitor screening
message stays on the screen. The default time is 3 seconds.

STEP 3

Once all the settings have been configured, click Apply, then click OK.

0 Mask Authentication Settings

Mask Authentication settings saved

Figure 63: IXM WEB - Save Mask Settings
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14. Enrollment Best Practices

Fingerprint Enrollment Best Practices
= Invixium recommends using the index, middle, and ring fingers for enrollment.
= Make sure your finger is flat and centered on the sensor scanning area.
= The finger should not be at an angle and should be straight when placed on the sensor.

= Ensure that the finger is not too dry or too wet. Moisten your finger during enrollment if required.

Avoid Poor Fingerprint Conditions
= Wet Finger: Wipe excessive moisture from the finger before placement.
= Dry Finger: Use moisturizer or blow warm breath over the finger before placement.
= Stained Finger: Wipe stains from finger before placement.

Enrollment Best Practices

o7
x Incorrect x Correct
D . Pressure N .
Too Low  Too High Good

Condition =&zt . &
SRt

Preferred Flngers Dry Wet Gﬁéd

Figure 64: Fingerprint Enrollment Best Practices
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Fingerprint Image Samples

Fingerprint
Sample

Result Recommendation

Always try and get a
good fingerprint like
this for a good
enrollment score

Good Fingerprint

Invixium recommends
_ ] ] using

Fingerprint with cuts _ _
Card + Biometrics or

Card + PIN

Moisten finger and re-

Dry finger enroll for better results

Rub finger on clean
Wet/Sweaty finger cotton cloth and re-
enroll for better results

Figure 65: Fingerprint Images Samples
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Fingerprint Imaging Do's and Don'ts
Do's:
= Capture the index finger first for the best quality image. If it becomes necessary to capture
alternate fingers, use the middle or ring fingers next. Avoid pinkies and thumbs because they
generally do not provide a high-quality image.
= Ensure that the finger is flat and centered on the fingerprint scanner area.
= Re-enroll a light fingerprint. If the finger is too dry, moistening the finger will improve the image.

= Re-enroll a finger that has rolled left or right and provided a partial finger capture.

Remember to:
= |dentify your fingerprint pattern.
= Locate the core.
= Position the core in the center of the fingerprint scanner.
= Capture an acceptable quality image.

Don'ts:

= Don't accept a bad image that can be improved. This is especially critical during the
enrollment process.

= Don't assume your fingerprint is placed correctly.
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Finger Vein Enrollment Best Practices
= |nvixium recommends using the index and middle fingers for enrollment.
= Make sure your fingertip is resting on the finger guide at the back of the sensor cavity.
= The finger should be completely straight for the best finger vein scan.

= Ensure that the finger is not turned or rotated in any direction.

Preferred Fingers x Incormect ;&g Comect
4 L7
m = " 7 ¥ . —
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X O 7
-‘ hj
e ] Bl >

Figure 66: Finger Vein Enroliment Best Practices
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Face Enrollment Best Practices
= |nvixium recommends standing at 2 to 3 feet from the device when enrolling a face.
= Make sure your entire face is within the frame corners, which will turn green upon correct
positioning.
= Look straight at the camera when enrolling your face. Avoid looking in other directions or turning

your head during enroliment.

V‘ Incorrect g‘@{ Correct

&

NN

<2 feet /‘ > 3 feet 2‘ 2-3 feet

NN\ w

X
120 cms /
48 inches
120 cms /
48 inches
120 cms /
48 inches

Figure 67: Face Enrollment Best Practices

15. Appendix

Installing Invixium IXM WEB with Default Installation using SQL Server 2014

Note:

= By default, the IXM WEB installer will install SQL server 2014
= |tis highly recommended to use SQL server 2016 or higher
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If it is intended for IXM WEB to use a non-default SQL 2014 installed instance, please refer to
Installing SQL Instance.

Procedure

STEP 1

Run the installer.exe

5 2 —:
fm: I
] L

install License

{[m}

i

Advanced News

Version 2.2.250.0

Figure 68: Install IXM WEB
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@ Note: Installs SQL 2014 Express.

Installation In Progress

L s

Version 2.2.250.0

Figure 69: Loading SQL Express & Installation Progress

STEP 2

Once the installation is completed, check these services to make sure they are all running:

= Bonjour
= Invixium Device Discovery
= |IXM WEB
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STEP 3

Run IXM WEB by selecting it from the Windows Start menu or your desktop.

. Invixium

Y oo wes

¢4

je, |Type here to search

Figure 70: IXM WEB - Shortcut Icon on Desktop

STEP 4

Select Windows Authentication and the SQL Server Name, then click on Connect.

o povwEs x =
(@) D localhost:9108
J [“’vj‘
Windows e o
|

Figure 71: IXM WEB - Configuring IXM WEB Database

STEP 5

Select the Database Name and then click Next.
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Configuring IXM WEB Database

Authentication SQL Server Namo

(

| Windows ‘ ‘----»4- -
{

Datobase Nome

‘ IXMDB

Figure 72: IXM WEB - Select Database Name
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Fill in the fields under the Create Account section and then select Save At Server URL.

Authentication
"
| Windows

Database Name

" IXMDB

CREATE ACCOUNT
INVIXIUM 1D

Gallagher

Confirm Password

Server URL

Configuring IXM WEB Database

SQL Server Namo

B S

Password Madium

Email

Cloud Port

INVIXIUM

httpy/ 9108

Figure 73: IXM WEB - Server URL format

STEP 7

Use the server machine’s IP Address which will interface with the Invixium reader.
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Pushing Configuration to Multiple Invixium Readers
Procedure
STEP 1

To push these configurations to other Invixium readers, while the configured Invixium device is
selected, click the Broadcast option on the right-hand side.

¥ IXM WEB

| l 1COBAOSHIZ  « coum

Figure 74: IXM WEB - Broadcast Option

STEP 2

Scroll down to the Access Control section and check the Wiegand Output option.

@) Biadeast

l Select All

Access Control €=

Figure 75: IXM WEB - Wiegand Output Selection in Broadcast
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STEP 3

Click Broadcast.

®) Broadcast

2 Dpavicels)

[7] solect all

[7] Access Control
D Anti-Passback D Door Accass Control L__] Door Opan Schaduls D Door Strika Power Supply D External Sarvar Fesdbock
E Flra Alorm [j Input/Cutput D CS0P D Ponal Fesabock D Wiagand Input

Wiegand Output

[] schedules

D Acwasn Schodulas D Biomatric Sohedulo D Holiclay Schodulos

[] security

[ Anti-shook Vandol Protect.. [ pevice [ 17 Restriction [J Teinet

[[] smartcard

D Active HF Protacol D Active RF Protocol D CSN Qrdar Typs D HID Mobile Accazs D Key Management

Figure 76: IXM WEB - Broadcast Wiegand Output Settings
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STEP 4

Select the rest of the devices in the popup. Click OK to copy all Wiegand output settings of the source
device to all destination devices.

®) Broadenst
° 5alect sessar @ Devicels)

seLecT oevice(s) Q Tynetosearch

- Dovice Group

-193

Morge_FP4_132. Wout

Figure 77: IXM WEB - Broadcast to Devices
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Configuring for OSDP Connection
STEP 1

From Home, click the Devices tab. Select the required Device and navigate to Access Control. Click
OSDP.

By default, the OSDP configuration is turned OFF. Enable the OSDP by toggling the switch to ON.

5 OSDP
COMMUNICATION SETTINGS
Baud Rata Parity Bit
ns200 None

GENERAL SETTINGS
[ enable Log [ pisglay OSDP Text ["] smartcard Passthru [ enable giematric

SECURE CHANNEL
Secura Koy Type Seourn Koy
AES128 303132333435363738303A283C3D2E3FO0000000000000G00000000000000000000000CI00000000000000 HEX

OSDP EVENTS
EVENTS ON COLOR OFF COLOR ON TIME (MSEC) OFF TiME (MSEC) DISPLAY MESSAGE

Accans Gronted @ Groen v @ None | a0 200

Acoens Deniad @ red v @ None 300 300

Enter BIN @ Yellow v @ Hone [ v [4]

Figure 78: IXM WEB - OSDP Settings
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STEP 2

Provide values for the configuration settings below:

Baud Rate
Parity Bit

Stop Bit

Enable Log

SmartCard Passthru
Enable Biometric

Secure Channel

Event

On Color/Off Color

The baud rate of the serial communication. The value
must be the same as the Access Control Panel’s value.

The parity bit of the serial communication. The value must
be the same as the Access Control Panel’s value.

The stop bit of the serial communication. The value must
be the same as the Access Control Panel’s value.

This logs OSDP events for support and debugging
purposes. Invixium recommends disabling this feature
unless needed.

When presenting a smart card, the device passes the
smart card CSN (Card Serial Number) to the Access
Control Panel without taking any other action.

Enables biometric template verification.

The secure key is provided by your Access Control Panel
most of the time. However, provisions for manual entry
can be added as TEXT or HEX.

The OSDP static events for panel feedback and capture
pin are:

Access Granted

Access Denied

Enter PIN

The LED color configuration is based on panel events.
The value must be the same as the Access Control
Panel’s value. Options are:

+ Red
+ Green
+ Yellow
+ Blue

Table 5: IXM WEB - OSDP Configuration Options
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Note: Mismatches between the unit and Access Control Panel LED configuration would cause
unrecognized events.

Display OSDP Text Enables to display OSDP Text.

Notification on the device’s screen.

If enabled: Displays both the unit hardcoded
notification and the Access Control Panel notification.

Display Message IXM notification - Access Granted or Access Denied.
Access Control Panel notification — Valid or Invalid.

If disable: Displays only the Access Control Panel
notification.

Table 6: IXM WEB - OSDP Text Options
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STEP 3

Click Apply to save the settings.

0 OSDP

QOSDP settings saved

Figure 79: IXM WEB - Save OSDP Settings

STEP 4

Open the edit option on the reader and note the Device ID. This will be the address used in the
configuration of the reader in the Pro-Watch.

Device ID:0

. TSTITANFPUS-EKIT  » Online

[ \

\ °’ Transgactions Authentication types Device Cotegory Comm Mode
=t 850 Face Recognition, Fingerprint Lenel OnGuard Ethernet

Overview Employees Communication Notification Security AccessControl  Cenercl Settings  Time & Attendance S )

Figure 80: IXM WEB - Edit Device
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# FEdit Davice

INFORMATION

Normg Dovice 1B Davice Group Carmm Moda Dovico Modo

TS TITAM FPUS - EKIT o | Vitarmis) salsctad - Ethernat Bath [ 144 Davice

P Acidvoes Bubnaot Mook Gty
w2 . B8 . 2 | 145 255 | 255 . 255 || O 192 . 168 | z || 1 |

SERIAL
COM Port B Rote Serinl Moda

Salsct | Salect - | RS-232

Wi-FI

P Aclcrees Subnat Mosk Gatoway

[oflo}e}[o] [offa]fe]{e] R, [T (D)

Figure 81: IXM WEB - Edit Device Options

STEP 5

Wiegand Input and output also need to be configured to allow OSDP communication to work. Create
the same settings for Wiegand connections as you did previously.

STEP 6

Disable Panel feedback for any OSDP-connected reader to stop multiple access granted messages
from being sent to Pro-Watch.

(2 Panel Feedbock

LED Mode Tirmeout (msec)

[] Lep control By Panel Two LED - 3000

Figure 82: IXM WEB - Disable Panel Feedback
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Wiring and Termination

Procedure
Earth Ground

For protection against ESD, Invixium recommends the use of a ground connection between each
Invixium device to high-quality earth ground on site.

STEP 1

Connect the green and yellow earth wire from the wired back cover.

STEP 2

Connect the open end of the earth ground wire provided in the install kit box to the building earth
ground.

STEP 3

Screw the lug end of the earth ground.

Earth Ground |
Wire Lug

Earth Gréwind
Were Lug

Earthing Wire from —
Wired Caver (PIN 5) Bullding Earthing

Figure 83: Earth Ground Wiring
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Wiring

Top Connector
7 9 11 13 15 17 19 21 23 25 27 29

8 10 12 14 16 18 20 22 24 26 28 30

Bottom Connector
7 9 1113151719 2123 25 27 29

8 10 12 14 16 18 20 22 24 26 28 30

Figure 84: IXM TITAN — Top & Bottom Connector Wiring
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Get Wired Top Connector

Get Wired Bottom Connector

Pin(s)
i

Figure 85: Power, Wiegand & OSDP Wires
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All Invixium devices support Wiegand and OSDP.

Invixium devices can be integrated with Honeywell Controller on:

1. Wiegand (one-way communication)
2. Wiegand with panel feedback (two-way communication)
3. OSDP (two-way communication)

Wiegand Connection

WDATA_OUTO
WDATA_OUT1

WGND —

Figure 86: IXM TITAN - Wiegand
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Wiegand Connection with Panel Feedback

Access Control Panel Connections

TITAN
; T ACP
| (]
_ 3
= ‘ 3 WDATA_OUTO A
WDATA_OUT1
WGND
. | <
t
. =i . ACP_LED1
‘ { ACP_LED_GND J
Top Connector Wiegand

S
WDATA_OUTO I (16)

WDATA_OUT1 [ 1 (18)

WGND . (20)

Bottom Connector LED . . X

ACP LEDI — ACP_LED signals can be used if available on the Access Control Panel.
ACP_LED_GND = (11) IXM devices support up to 2 wires + GND for LED status.

Figure 87: IXM TITAN - Panel Feedback
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OSDP Connections

OSDP Connections
- ‘ : ACP
[ ]
11 .
=
| /
.!' = \
g RS-485- R '
PP OSSOSO OO
RS-485+
J
SGND
Top Connecter RS-485
SGND (6) E—
RS-485+ (8) I OSDP wiring requires daisy chain connections between devices and twisted pair.
RS-485- (10) A termination resistor R (~120 ohms) across RS-485 lines is also recommended.

Figure 88: IXM TITAN - OSDP Connections
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16. Troubleshooting

Reader Offline from the IXM WEB Dashboard

Note: Confirm communication between the IXM WEB server and the Invixium reader.
Procedure

STEP 1

From Home, click the Devices tab.

STEP 2

Select any device.

STEP 3

Navigate to the Communication tab.

¥ IXM WEB

&S

Dashboord Empioyees

List

Sccurity MainEntry  « oaline 7/ Eait
' Security Moin Entry 0
37 focy R

ROCOgMton, Fngarprint Estarpeisd ACoRs Ethuaenat

Figure 89: IXM WEB - Device Communication Settings
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STEP 4

Scroll down and click on IXM WEB Server.

(3) o1M# Settings
I ethomet

& Extornal USB Settings

ST 00N WEB Server

Um

tp:/17216.254,40:9108

 Serial

Figure 90: IXM WEB - Server URL Setting

Ensure the correct |IP address of the server is listed here. If not, correct and apply.

STEP 5
Enter the IP address of the Invixium server followed by port 9108.

Format: http://IP_IXMServer:9108
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STEP 6

Navigate to General Settings and make sure that the URL reflects the same setting.

Invixium
XM WEB Server
{ay Home &) Configuration "\ (XM WEB Snockbar Notificotion
L1 Video Surveillance

o Orgonzation Hlerarchy

=
Logs

_4 Notification Settings

o Link

| Lcense

i» Sync
senerol Sottinge

%, Company Schodula

Figure 91: IXM WEB - Server URL Setting from General Settings
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Elevated Body Temperature Denied Access but Granted Access in Pro-Watch

Procedure

STEP 1

Ensure that Thermal Authentication is selected to none from IXM WEB = Device = Access
control settings - Wiegand Output.

Socurity Main Entry  « oaine 7 st

| Main Dttt At B Ty
i 0 L

\gerpr

Ovurvirw Empioyoes Communiootion Notifiootion Time & Attecdanca Ernan Cord
[ wiogona cutpur - -
TVINTS
0 type
Wcgana NERUOFSO60
s
Coilagher 40 Bag
Secgoes
Goflaghor 40 B

Format

anty-Shoek “Mwmw”'??"‘{u

Moort doat

Eenplayoa nat found

Thaenal Avihentioaton

Mok Mot Doeocsed

Figure 92: IXM WEB - Thermal Authentication Wiegand Output Event

Note: If Thermal Authentication events are configured for any format, it generates Wiegand output
accordingly for a high-temperature event.
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Logs in IXM WEB Application

Device Logs: Device Logs are used for debugging device-related issues.

From Home - Click the Devices Tab on the top - Select the required Device - Navigate to the
General Settings tab for the device - Click on Device Log - Enable Capture Device Logs.

|=! Device log A

B copture Device Logs

APPLY & DOWNLOAD 2 RESET

Figure 93: IXM WEB - Enable Device Logs

111 XAD-TPI-008-02G



INVIXIUM

Click Download to initialize the process to download the device log file.

' TSTOUCHZFP2 » Online O Open Door # Edit
16891 Fingerprint Enterp Opening Devicelogs.ency X .
Communication T You have chosen to open:
Clock Devicelogs.ency ¥
which is: ency File (1.5 MB)
‘| Device log from: http://192.168.1.60:9108 ~

Capt Device Logs
W Cigixe Lavoniog What should Firefox do with this file?

®)5ave File

Display Da this automatically for files like this from now on -

IXM WEB Server Verification -
0K Cancel

%2 Multi-User Authentication v

Sensor Test -

Figure 94: Save Device Log File
Select Save File and Click OK to store the device log file on your machine.

Transaction Logs (TLogs): Events or activities taking place on the IXM device.

e Transactions Logs can be viewed and exported from IXM WEB.

e Go to Logs in the Left Navigation pane in IXM WEB and click on Transaction Logs. A filter
option is available in Transaction Logs columns.

Application Logs: Applications logs are available for any event, error, or information generated in
IXM WEB.

e Applications Logs can be viewed and exported from IXM WEB.
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o Go to Logs in the Left Navigation pane in IXM WEB and click on Application Logs. The filter
option is available in the Application Logs columns.

Logs folder location on IXM WEB Server:

IXM WEB Logs C:\Program Files (x86)\Invixium\IXM WEB\Log
IXM WEB Service C:\Program Files (x86)\Invixium\IXMWebService
Logs

IXM API Logs C:\Program Files (x86)\Invixium\IXMAPI\Log

Table 7: Logs Folder Location
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Unable to connect to the Pro-Watch Server

Procedure

STEP 1

Note: Confirm module activation

Navigate to Licence, and check ACTIVATION HISTORY. If not there, request a Licence.

Invixium
{3 Home
S Video Survelllonce

i, Organization Hierarchy

| logs

A Notification Settings

25 Lnk

| License

s Sync

Ganeral Settings

. Compaony Schedule

Tools

Reports

¥ IXM WEB

SELECT MODULE

[_\.L‘ = "",\2 2 {r}

) ) )] & . .

@ @ |W| ¥ DA
XM WET Convert CREDENCEID Data Adapter XM AP XM Health IXM Mobile

SELECT LINK

: 3 1T ‘ T T 7
Schnaider @ > | @@husncren (@) SIEMENS | FeenCs
nedap| | | Qv grioss |

|
Accest Expert  Access it! AEOS Command Centre  DNA Fusion Fusion Keop

IXM Time: TOUCH 2Face  Translate Visitors

| W o B
‘vl’axmﬂ ‘ ‘, ‘ " Honey \ntlli
[LENEL:S2 |LENEL:S2| |

|
Notz Notsox onGuard Pro-Watch

B 3

ay

Genetec  |SIEMENS ilk)m-\hull‘

| L 1

Security Center SiPass System Galaxy  Win-Pak
ACTIVATION HISTORY
10/13/2022 12121 PM Pro-watch License Activated volume admin 100 Davices 100 Devices Activate
w v

Figure 95: IXM WEB - Licence Module

114

1-tTofiitoms ¢

XAD-TPI-008-02G



INVIXIUM

STEP 2
@ Note: Confirm WEB Service URL is enabled.

From Link, click the Pro-Watch tab. Ensure the correct WEB Service URL of the server is listed.

¥ IXM WEB

hteof 1921881120 8732fPravioten/OTUServica 0

IXM WEE — Pro- Wateh o Yes ¥ Sclect value

B apply

Figure 96: IXM WEB - Honeywell Link Module

STEP 3
Note: Confirm parameters entered to connect to the Honeywell server.

Ensure the correct User who is authorized to connect to the WEB Service of Honeywell Por-Watch is
listed here. If not, correct and apply.

Ensure the correct Password of the user who is authorized to connect to the WEB Service of
Honeywell Pro-Waitch is listed here. If not, correct and apply.
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STEP 4

Note: Confirm Pro-Watch API is up and running.

This can be checked from Windows Services (Services.msc).

. Services [Local)

Pro-Watch Web AP1 Name Description Status Startup Type Log On As
s N . %Pro—Watch Web AP Pro-Watch Web API Service Running  Manual IXNga
top the service & Pro- .
Restart the service 25k Pro-Watch Server Pr? Watfh Serva.r Service Automatic (Delayed ... 1XMiga
This service provides suppert for the..  Running  Manual Local System

-.'.}I}: Program Compatibility Assistant Service

Figure 97: Honeywell — Pro-Watch Web API

@ Note: If you are still facing problem with connection, please email logtxt.txt file to
support@invixium.com.

This file is available at the following path:
Program Files (x86)\Invixium\IXM WEB\Log
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17. Support

For more information relating to this document, please contact support@invixium.com.

18. Disclaimer and Restrictions

This document and the information described throughout are provided in their present condition and
are delivered without written, expressed, or implied commitments by Invixium. and are subject to
change without notice. The information and technical data herein are strictly prohibited for the
intention of reverse engineering and shall not be disclosed to parties for procurement or
manufacturing.

This document may contain unintentional typos or inaccuracies.

TRADEMARKS

The trademarks specified throughout the document are registered trademarks of Invixium. All third-
party trademarks referenced herein are recognized to be trademarks of their respective holders or
manufacturers.

Copyright © 2023 Invixium. All rights reserved.
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